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Abstract: To address the dual threats of privacy leakage and poisoning attacks in federated learning, existing defense
mechanisms often treated privacy protection and robustness as independent modules, resulting in indiscriminate noise in-
jection and limited defense precision. DPBR-Adapt, a defense scheme characterized by the deep coupling of privacy pro-
tection and Byzantine was proposed. Firstly, in the dimension of privacy, a hierarchical noise allocation strategy was
implemented by introducing the layer-wise coefficient of variation and a training progress perception factor. In terms of
robustness, a dual-filtering mechanism based on Euclidean distance and cosine similarity was designed to ensure the ac-
curate identification and exclusion of malicious updates even under strong noise interference. Furthermore, a closed-loop
adaptive mechanism based on robust statistics was established. This mechanism utilized the median of benign gradients,
output by the Byzantine detection module, to dynamically calibrate the clipping threshold of differential privacy. Conse-
quently, the privacy sensitivity was adjusted in real-time through a feedback loop based on environmental risk. Experi-
mental results demonstrate that DPBR-Adapt achieves mutual reinforcement between defense processes. Under various
Byzantine attack scenarios, the proposed scheme achieves a significant improvement in model accuracy compared to
state-of-the-art methods, attaining a superior balance between privacy utility and systemic robustness.
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